[:'fl} .”Wﬂ"* [ef l‘IrIN 14‘.,}* TEGIES AND SOLUTIONS ,JE Jt

SECUFIITY TEERIS DLC]G

"UTIV -

STy
||-! I

. i |
ASIS Product Preview
More than 60 products
direct from the show floor

9 e VideoJStorage
> The Hardene rsiom Pl

a— H t I to self-encrypting drives
ospita eyt

Hﬂw Jerry Forstater and Richard Warsh o n y
parlayed seven zones of technology into ' 2 ys&? m?a?]mw
\innovative security system at St. Elizabetif

B Is0- Innovation Award Silver Medalist: siStepsito
Hillshurlﬁ County Sheriff's Ofice GreenegSecurity,
T

T ———— m—

EXCLUSIVE SUPPLEMENT:
9/11 Lessons Learned




Bring; o

SECURITY TECHMOILO&EY

EXECUT“J"E

EECLIAITY IRRNOWVATION AMARD

This year’s STE Innovation Awards covered a vast spectrum of the best the
security industry has to offer

nee again, the security industry’s most innovative ven-
dors and integrators have stepped wp o showease some
impressive applications of securlty technology in the
2011 Security Innovation Aweards, presentad by Se-
chrity Teclnology Evecutive,

“The dozens of companies and vendors entering this vear’s eom-
petition spanned a vast spectrum of projects,” says STE publisher/
editor-n-chief Steve Lasky. “Each held unique merits and were
cortainly capable of earning high praise. Our panel of judges was
hard-pressed o narrow The eholees down o
juet four. We arve thrilled o see the level of par-
ficipation we had for this year's awards and
are prowd Lo present our top four”

This vear's (old Medal-winning project, St.
Elizabeth's Hospital in Washinglon, D.C, {on
the next poge of this issne ) featured nearly 23
teehnology providers. How did they integrate
all those different technologies into 4 single,
eofesive system?

The obwions answers are time and patienee
— bt a unilied, carefully crafted seven-zone
security plan and the diligent efforts of sub-
mitting integrator Professional Svstems Engi-
neering LLC (PSE) probably had something to
do with it as well,

“As it 15 every vear, selecting the winner of
the 2011 Security Innovation Awards was
extromely difficult,” Lisky says, "This was perhaps our widest ar-
ray of solutions ever; hut one stood out n the eyes of cur judges:
the 51, Elizabeth's Hospital project.

“The seope of this project was just as staggering as the array of
technologies it incorporated,” Lasky continues, “A project of this
seope had to require a high-level of cooperation from vendors
anil serviee providers, all under the supervision of the project’s
system integrator. This was trely a masterful convergence of ef-
fores amd technologies,”

Wente ane of the judges: “Too often, security directors may try
{0 solve complex securily issues with a single policy or a single
technology; and it is common Lo see heralded seeurity systems
that ave purely CCTV camera svstems. The St Elizabeth’s project
recognized layers of seouriby and devobed the appropriate teehnal-
oy Lo Uil layes, From high-tech personal alavm units that can lo-
eate tracked pmmm ti throw-over provenbion leness, the level of
security matched the level of concern. The project demonstrates
adoption of o number of balanced technolopies, meets stringent
eode requirements, and while expensive, the author elearly de-
fines the value of this project.”

Our silveranedal project (ofa fealeeed e s {ssue, page
il is the inmevative Hillsbarough County Sherifts Office’s “Eve
on Crime” deplovinent, The rapidly growing IP swveillanee proj-
erl was submitted by Axis Communications, and end-user Craig
MeEnivre reports (that Lhe system has become a mode] for other
community surveillinee systems,

“This ambitious video project undertaken by the Hillsborongh
County Sheyiff's (ffice really highlights the crime Gghting poten-
Lial of municipal surveillance network,” one judge said, “The fact
that the county saw such big decrease in crime
o e divectly attriboted o the installation of
this system. This would be a good case study
Lor other municipalities to examine prior to in-
slalling their own surveillanee networks,”

Our bronge medal-winning project — Stan-
dard Aero — was subimitved by Honevwell and
will be featured in the Ocother issue of STE,
The ecompany, which speeializes in aircvafl
maintenance, used mmwative access conirol
arid vides surveillance technology not only o
secure s operations, bt also to save the com-
pany fteell,

“Stamdard Aero solves a business challenge
anid a security challenge in the same step,”
one judge wreote, “They met a DHS security
vequirement for their busimness withoul fres
trating their customers, Using an inpovative
technology application (RFID) tied into & pervasive video system,
they showed that cameras could be more than forensic tools, and
demonstrated new thinking that could possibly be adopted as a
standard practice within the aviation scrviees mdustry.”

Louis Armstrong Tntemmational Alrport in New Orleans, which
showeased its inmovative use of NICE Systems’ situation manage-
ment technology, has been selected by the judging panel as an
honerable mention project. 16 will be featured in the November/
December issue of STE.

“We've heard a lot in the security industry over the past sev.
eral vears about the potential that physical securify informa-
tion management systems (PSIM) hold for streamlining opera-
tioms, Until now, however, there have been few case studies that
demonstrated the actual benefits of the technology,” one judge
wrote. “The fact that an airport of the size and seale of Louis
Armstrong International was able to consolidate all of their se-
curity and life safety systems onto two sereens in their security
operations centers using the NICE PSIM platform s astonishing
and truly innovative,”

— Paul Rothmun, managing editor
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The Hardened Hospital

How historic St. Elizabeth'’s transformed six-plus years of work and seven
zones of technology into the backbone of an innovative securily system

By Richard Warsh

punded by Congress in 1852 to {real people living with mental
itllness, Saint Elizaheth's notably seeved as a hospital for wound-
el Unicn and Confedecate alike, renowned writers, the bigsest
contributor to the Osdord dictionary, and three presidential as-
ssing — with thankfully, anly one having sueeeeded,

I April 2000, the Hospital meoved into @ new 450,000 square ool
state-of-the-art faeility that incorporates best practices in patient men
tal health care with an environmentally sensitive design and sustainable
strategles, The new boilding's thevapeutic design includes bright and
iy living and treatment areas, green spaces off each patient unit, and
enclosed courtyards, A 28,000 square-fool green voof is likely the larpest
on any psychiatric facility in the country.

With & combinatlon of community eutpatients, both elvil voluntary
and inwvoluntary commitments, and o large population of forensic pa-
fients — those adjudicated as “Not hu:]t5 by Reason of Insanity” —
the hospital needed a onique security plan that inteprated patient
safery, staff secarity and commmity access while keeping mindful of
e urbsan, southeast Washington setting,

Beeause of the natare of the crimes or special necds of highly sensitive
pattients, the security and safely sysbems, physical barriers and opera
finns were eritical and inseparable to the integeation philesophy of the
design, construetion, engineering, commissioning, training, daily opera-
fiers, and emergensy event planning and strategy

Balaneing the needs of patient and staff safery alike, while ensuring a
oz leviel of physical security, became the focas of te mew Cliel
Addministrator of the hespital, Dr. Patvick Conavan, while forensic pa
tient responsibility was headed by De Joseph Henneberry, and Facility
Management responsibility was offered by Mr. Gilbert Taylor, Henneber-
ry andl Taylor worked with Professional Systems Engineering LLE (PSE),
a systems strategy and design fiom, at Patuxent Institution, a large be-
Dawviowad management feility in Marylanl,

PSE was hired by the architect to design all physical security such
a5 hand and soft fencing, protected openings, Korated barriers anid
lighting, 25 well asall security elestronics, perimeter detection, wire
less duress and aceess control. With more than 25 vears of experi-
emee in psychiatrie, forensic and maximum-security facility opera-
thoms and technologies, PSE prodoced a security program integeating
the secuvity and publie safety functions,

I charged the design team with establishing facilities which met

1.5 Distriet Court requirements and facility accredivation. Now plans
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Above: Jerry Forstater, CEO and chief engineer
of Professional Systems Engineering was the
principal-in-charge for the project. He is joined
by St. Elizabeth’s Hospital officers Pamela Belt,
James Watson, Captain Colaya Stubbs, officer
Terri Whiting; and Richard Warsh, Director of
Facility Planning for the Department of Mental
Health.

Right: Dr. Patrick Canavan, St. Elizabeth’s exec-
utive administrator, addresses the crowd at the
2010 grand opening of the 450,000 square-foot,
state-of-the-art facility.

Opposite page: CCTV, which is monitored by
hospital security staff, consists of Pelco’s
Integral Technologies, digital video Sentry
Enterprise recorders, and server management
systems using Bosch cameras.
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ing systems on the roof of the facility.

were developed by Mark Shaw, AIA, and
Eric Kern, AIA, of Einhorn Yaffee Prescott
Architects on behalf of the District of Co-
lumbia, Department of Mental Health.
Requiring a close collaborative effort,
the Project Executive for the Construction
Manager — Gilbane Company's Robert
Poe with Project Manager William Mil-
lios — selected PSE Lo work directly with
the hospital on transition requirements
including fire code responsibility, master
keying, mass evacuation and defend-in-
place fire safety planning, PSE was also
responsible for preparing fire and security

Integrator Professional Systems Engineering recommended

evacuation maps, stall security and fire
fraining. Jason Delp, Director of Projects
and a partner with PSE, managed the in-
tegration of physical and electronic secu-
rity while Thomas H. Pilson, IV, Director
of Corrections and Public Safety, managed
keying, life safety and security training
Frank Carpency, PE, CCP, Vice President
with PSE during design, was responsible
for security engincering from 2004 to 2005.

Seven Zones of Technology
The security program defined the secu-
rity and public safety functions of the site

St. Elizabeth’s Hospital Project Technology Providers

Access Control System: Andover Continuum from Schneider Electric
Card Readers and Access Cards: HID Global
CCTV System: Allegiant Matrix from Bosch Security Systems

CCTV Multiplexors: Pelco

Digital Video Recording: Integral Technologies Digital Sentry Enterprise by Pelco
Security Intercom System: TOA Electronics

Personal Wireless Duress System: Senstar Flare

Uninterruptable Power Supplies: American Power Conversion (APC)

Fiber Optic Transceivers: UTC Fire & Security (IFS) and AFl by American Fibertek Inc.
Fiber Optic Cabling: Corning Cable Systems

Fiber Data Repeaters: Black Box
Fencing: First Defence

Fiber Optic Perimeter Intrusion Detection System: DeTekion Security Systems

Gate Sensors: GE Security

Taut Wire Intrusion Detection System: DeTekion Security Systems

Servers: Dell

Security Lighting: General Electric
Network Switchers: HP Procurve
Metal Detectors: CEIA USA
Monitors: Orion (197), LG (42")

X-Ray Package Search Equipment: L3 Communications

Turnstiles: Boon Edam

Fire Alarm/Smoke Detection/Mass Evacuation: Siemens
Microwave Transmitters/Receivers: Senstar
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into seven zones of security — protected
from both internal and external breach.

Zone 1 is the housing unit into which the
highest level, maximum security forensic
patients are assigned. Generally speaking,
an individual remains at this housing unit
floor location except for therapeutic and
recreational activities in a secure courtyard
and visits for extended health care.

Zone 2 is the secure corridor using the
Andover Continuum Aceess Control System
from Schneider Electric, Critical Systems
Division. Also covering personal protection
are Senstar Flare RIY wireless duress frans-
mitters and receivers for the coverage of
Zones 1 and 2 and virtually all facilities un-
der patient control, The personal alarm sys-
tem is able to locate personal duress trans-
mitters with an indoor accuracy on the cor-
rect floor within 20 feet of the true location,
and on the oufside of the buildings, within
50 feet on all sides of the exterior walls,
The alarm system must annunciate within
three seconds of the activation of an alarm
with better than 97-percent accuracy.

Zone 3 encompasses the building's exte-
rior envelope and includes further access
controls including full-height stainless turn-
stiles and ADA access devices from Boon
Edam. A full exchange-based electronic
intercom system by TOA was provided for
security use to provide private channel
communications and full security compli-
ance. Security Zone 3 also includes X-ray
machines by L3; and metal detection meet-
ing the FAA “Three Gun Rule,” and National
Institute of Law Enforcement and Criminal
Justice Standard 0601-00 with stainless
multi-zone floor standing detectors and
handheld detectors hy CEIA USA.

CCTV is used in a deliberate security
manner and consists of Pelco’s Integral
Technologies, digital video Sentry Enter-
prise recorders, and server management
systems using Bosch cameras.

Zone 4 includes liberal use of CCTV
on the roof and on the exterior grounds
along with specified security lighting,
including high pressure sodium wall
packs, floors, street lights and roadway
luminaires — all by General Electric.
Specifications required a minimum of
2 footcandles (FC) al ground level with a
max:min ratio not exceeding 5 FC.

Zone 5 consists of a “soft fence" —
DeTekion's taut-wire detection system.
Appearing as a physical fence, its "wires”
are actually tensioned to allow actuation
of alarms by slackening or stretching the
tendons of the individual sensing cables.
Alarms are received on separate system
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Corning Cable Systems, UTC Fire & Security,

American Fibertek and Black Box provided
the hospital’s fiber optic infrastructure,

computers and registered on the dccess
contrel syatem while COTY integration
provides alarm vides and evenl storage,

fone 6 consisis of an arched 15-foor
fenee using First Defence posts. Buried
into the ground to prevent tunneling, the
fabric is topped with 38 inch non-climb.
able fencing. The mesh 15 14-gange and is
difficull (o cul with normal hand tools, Thee
fence framework has a high-vield strength
of 50,000 psi with the posts meeting ASTM
F1083 and complving with rated wind
gusts of almost 100 mph. Gate operatiors in
Zome 6 consist of Southern Steel operators
with maxizoum security S1004 locks

Zone 7 — the final zone — consists of
a contraband fence using fence fabrie ex-
temded to a 22 It height. This lence was
requested by D Henpeberry, who had
personal experience at former institutions
with weapons and contraband hreaching
the seeure perimeter. This effort provides
practical resistance o weapons, drugs or
other paraphernalia fom erossing inte
thie highly secure patient zones.

temsive use of fiber transceivers by

1FS, AFL and Black Box and fiber optic
cabling by Corning was used as comumuni-
cation media for all external communica-
tions, which was significant. Digital com-
munications were required for taut-wire
menitoring, as well as fiber optic perim-
eter intrusion detection on the hard fence
which is double-looped on the hard perim-
eter fenee, All communications for alarm,
monitoring, COTY and controlled access
are established on mudtiple graphical nser
wotkstations throughout the Facility,

As digital video vecorders are usually
extremely sensitive to power shifts and

Incalized APC uninterruptible power sup-
plies are used throughout the project.

Fvery system within the seven security
pones i integrated to estabiizh a unified
Command, Confrol and Communications
hierarchy and for implementing new se-
curity and life safety sivategies.

The Code Approval Process

With original spectfications produced
in May 2005, a revamping of the spees
pecprred in June 2006 due to delay in
construction funding. While this was a
straightforward process, the code approval
process during eonstruction from 2006 to
Agril 2010 required substantial consulting
engineering services, again performed by
PSE. There were design reviews and per
mitting, fnetional code review of systems
and equipment, five safety planning, fire/
incident evacuation planning with hoth
mass evacuation and shelter-in-place meet-
ing NFPA and IBC -4, Condition IV require-
ments: By 2008, evacuation maps and train-
ing were also in the planning process.

The thousands of hours spent by Gil-
bane, the construction manager, the ar-
chitects, engineers and security design.
Brs was impressive in order to open a
faeility with a smooth (ransition process.

especially loss of power, extensive use of

“Many owners and even construction
managers uiderestimate the amount of
due diligenee vequired for funelional code
review of systems and equipment,” says
Jecey “Duteh” Forstater, CEO and chiel
engineer PSE. “The review of a complicat-
ed, massive structuee such as Saint, Eliza-
heth’s must aceount for HVAC control, fire
alarm messaging, fire alarm zoning, hori-
rontal cxiting and smoke partition confor
mance, mass evacuation procedures and
shelter-n-place compliance. All hospitals,
small and Targe, need an elfective program
to manage eritieal events to provida a safe
BINETGENCY NANAgement program.”

Training and Acceptance of New
Technologies

With upwands of 1000 people on site
during active community periods and more
than 600 oceuwpanta 24 hours a day, the fa
cility sees 30 vears of wear-and-tear in 10
vears tme eompared 1o an average build-
ing. With this compression of life eycle
comes substantial cost to maintain the
systems to provide the ubmnst in reliability
amd patient contral,

There are critical aspects to appropri-
atee transitioning of new seeurity tech-
nalogies with staff that were (ransfixed
with technologies dating to the 19605 that

St. Elizabeth’s Hospital Project Key Contributors

DC Department of Mental Health:
= Richard Warsh - Director of Facility
Planning

Saint Elizabeth's Hospital:

= [r. Patrick Canavan — Executive
Administrator

* Dr. Joseph Henneberry — Director of
Hospital's Forensics Services (Retired)
= Gilbert Taylor - Director Facilties and
Environment (Former)

» Tamil Perry — Public Affairs Officer

Architect, MEP Engineers: Einhorn
Yaffee Prescott Architecture &
Engineering P.C.

= Marc Shaw, RA, LEED AP - Project
Executive, Principal (Former)

= Fric Kern, AlA, LEED - Senior Project
Director, Principal

Security Consultant: Professional
Systems Engineering LLC

= Jason Delp, EIT — Project Mngr

* Frank Carpency, PE, CPP VP
Engineering (Former)

= Richard Suhar, PE = Commissioning
Engineer
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Evacuation Planning and Security
Procedures Consultant: Professional
Systems Engineering LLC

= Jarry “Dutch” Forstater, PE -
Principal-in-Charge

* Thomas H. Pilson, IV — Director of
Correctional Services and Public Safety

Construction Manager: Gilbang
Building Company

= Aobert E. Poe, lll, LEED AP - Project Mar.
« William Millios — MEP Engineer

*+ Christopher White — Area Engineer
General Contractor; Tompkins
Builders Inc,

= James H. Payne — Director of
Construction Coardination

Electrical Contractor: Freestate
Electrical Construction Go.
* Susan Gaughan — Project Manager

Security Contractor: Critical Systems
by Schineider Electric (formerly TAC
Critical Systems)

# Bob Boden - Project Manager

Fencing Contractor: Hercules Fence
= Steve McLaughlin — Project Manager
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looked more like
a group of old sub-
marine turrets —
with little information
compared to what appears

today in modern security control centers.
The elements of transition included
commissioning of security and fire alarm
systems to provide as close to 100-percent
accuracy, reliability and functionality as
possible. With this came the production

of the security policies, procedures and
post orders along with security training
during two weeks of highly intensive shift
training. As-records were provided in CAD
format to be able to drill down and mag-
nify site elements and equipment through
a Help Desk, or Knowledge Center, as Gil-
bane Company calls it. PSE and Gilbane
worked with our staff to provide these
staff-sensitive transition services over the
course of 18 months.

Iliber Optic & Ethernet
Network Solutions

comnet

Communication Networks

Visit Us at ASIS 2011 - Booth 2167

Don’t let Your Transmission
Equipment be the Weakest Link

in Your Security Network

The best-engineered security networlk is only
as dependable as the transmission products
you use. Cheose ComNet for superior
product performance, outstanding support
and the best warranty in the industry.

Turn to ComNet for Fiber Optic

and Copper Transmission Solutions
Video - Audio = Data - Ethernet

Choose ComNet...

* The Industry’s broadest line of Fiber Optic
and Ethernet Transmission Products

* Environmentally Hardened for use in the
Harshest Environments

* Designed and Manufactured in the USA

A Company That's Easy To Do Business With

* Free Dcsign Center }\I‘:plil_‘-.i'[ion Snppnrt

* Free Pre- and Post-Sale Technical Support
provided by US Based Staff

* Lifetime Product Warranty

« “Customer is always right” artitude

For more information abour ComNet
and our cul‘npil:t{.' line of connectivity
and communication network solurions visit
www.comnet.net or contact ComNet at
info@comnet.net or call 203-796-5300
or Toll Frec 1-888-678-9427

Visit www.securityinfowatch.com/ste/einguiry and select einquiry #224 for more information
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Leveraging Advanced Technology

Here are some of the advantages of
innovating behavioral health by incorpo-
rating maximum security and life safety
management:

* Multiple zoned security levels with
contiguous life safety protection for mass
evacuation and shelter-in-place,

e Clear and concise reporting, record-
ing and response.

e Systems integration based on each
system being independent from the ac-
cess control and monitoring system fo
increase reliability in unexpected events.

* Improved patient care, staff safety
and community/consumer involvement.

= Facilitation of mental health manage-
ment to the community-at-large in the event
of a natural disaster or terrorist action,

Return on Investment

For every opportunity, there is a cost.
The opportunity was to provide an infra-
structure and facility that replaced build-
ings that were from mid-20" century and
even post-Civil War structures while incor-
porating new behavioral strategies. The
return on investment probably cannot be
measured against any strict rule based on
its technology cost or other hard physical
security or life safety cost. In fact, most
facilities' operational costs far outweigh
the traditional “bricks and sticks” values
placed on buildings.

Because the return on investment is
both relative and easily justifiable, a per-
centage cost of approximately 9 percent of
the project’s value for the physical security,
electronic security, fire alarm and installa-
tion cost does not seem unreasonable. In
this case, the hard costs for facility were
$165 million with a system materials and
installation cost approaching $15 million.

Saint Elizabeth's and the Department
of Mental Health's management is ecstat-
ic with the results of almost six years of
planning, design and construction of an
innovative facility. This is reflected in the
unprecedented number of requests for
tours to mark its success. i

Richard Warsh is Director of Facility
Planning for the Washington D.C.
Department of Mental Health. The
Security Innovation Award is an annual
competition held by STE magazine. The
winning projects are chosen by a panel
of securily industry experts. For more
details or to learn about entering next
year's competition, contact editor Sieve
Luasky at steve.lasky@cygnus.com.



